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July 25,2014

Policia de Investigation de Chile
Dipartamento Intelligencia Electronica

Santiago de Chile

Offer N. 20140520.029-2.AV

Subject: Proposal for Remote Control System “Galileo”

Dear Sir,

As for your kind request, please find the Remote Control System Galileo proposal.

Feel free to contact us for any further request.

Best Regards,
Alex Velasco
Key Account Manager
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Remote Control System Description

Please refer to the following document for technical description:

*  Whitepaper _Galileo.pdf
* Attack Vector Consultancy Service.pdf

Remote Control System Hardware Specifications

Please refer to the following document for technical requirements:

« RCS TR V2.3.pdf

Professional Services: Installation and Training

The solution will be installed at Customer Site by HT field application engineers.

Duration of the activities is actually planned for one (1) working day and it will be under Customer
responsibility to prepare the Operation Environment.

In addition to that, there will be four (4) days of training focused on the usage of RCS.

Please refer to the following document for product training:

* RCS9 Product Training v1.2
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Remote Control System “Galileo” — Quotation

REMOTE CONTROL SYSTEM GALILEO — OPTION 2

Description Product Code Price
Front -End SW License RCS-FE 1
Back- End SW License RCS-LR 1
Operators Console RCS-CONS 40
Platforms
PC Windows Platform (XP/Vista/7/8 — 32 & 64bit) RCS-WIN Included
Mac OS  RCS-MAC Included
Linux RCS-LIN Included
Windows Phone | RCS-WM Included
BlackBerry  RCS-BB Included
Android RCS-AND Included
iPhone RCS-10S Included
Agents SW License (N. of devices) RCS-ASL-100 100
Infection Vectors
Physical Infection Vectors (USB, CD) | RCS-PHI Included
Remote Mobile Infection | RCS-RMI 1
5 years Remote Attack Vectors Service | RCS-EXP 5 years
Tactical Network Injector RCS-TNI 1
Anonymizers SW License RCS-ANM 3
Alerting Option RCS-ALM Included
Intelligence Option RCS-INT Included
Remote Control System Installation (1 day) RCS-INST (T&A included)
Remote Control System Training (4 days) RCS-TR (T&A included)
5 years Maintenance Services RCS-MAINT Included
TOTAL AMOUNT USS$ 1,941,000.00

Note:

* Every Concurrent Agent license can be used for an unlimited amount of times; once the
investigation is over and the backdoor uninstalled, it can be used to infect another device.

*  The total number of devices and platforms can be used in any combination.

*  The hardware is not included.

* Remote Attack Vector Service price can be reviewd starting from the third year of service

(Signature and stamp for Acceptance)
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Terms & Conditions

a. Warranty

The warranty period for HT software products is one year starting from date of delivery.

b. Maintenance

Maintenance fee for one (1) year is included in the price; it includes:
* Remote Control System Software Update (bug fixing, Software enhancement for the platforms
acquired)
* Dedicated Support through Web Ticketing System

The cost of the maintenance renewal starting from the second year is:
*  20% of the total purchased.
* 0-day Exploit Service US$ 60.000,00.

¢. Financials

1. Pricing doesn’t include VAT and local taxes.

2. Prices are reserved to Policia de Investigation de Chile - Dipartamento Intelligencia Electronica.

3. Policia de Investigation de Chile - Dipartamento Intelligencia Electronica accepts to purchase
REMOTE CONTROL SYSTEM Galileo Option ____ as above reported for a price of US$

4. Policia de Investigation de Chile - Dipartamento Intelligencia Electronica has to sign the “End
User License Agreement”
5. Delivery (including TNI and RMI hardware) within 60 days from the Purchase Order date.
6. Local Training (held at Customer premises) within 60 days from PO signature (to be agreed)
7. Invoice and Payment:
o 30% when the PO is received. Payment at the signature of the PO.
o 70% at the completion of delivery and installation activities.
8. Offer Validity: The quotation is valid 60 days from the current date.

(Signature and stamp for Acceptance)
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